POPP

ZB-Stick with Home Assistant

This document describes how to use POPP ZB- Shield with existing Home Automation platform
called Home Assistant (Hass.io) (https://www.home-assistant.io/).

POP ZB-Shield firmware version, referenced in this guide: 6.3.0
Home Assistant (Hass.io) software version, referenced in this guide: 0.112.4
This guide focuses on:

- Connect POPP ZB-Shield to your Raspberry Pi

- Setup Zighee Home Automation component in Home Assistant
- Troubleshooting

- Zigbee devices Pairing and Removal

- Zigbee devices examples

This guide DOES NOT focus on Home Assistant (Hass.io) installation and initial configuration.
Please follow the official instructions https://www.home-assistant.io/hassio/installation/.

popp.eu ZB-Stick with Home Assistant rev.0.4|1


https://www.home-assistant.io/
https://www.home-assistant.io/hassio/installation/

Table of Contents

T o e [¥ T 4T o IO PSPPI 3
Ta T ] RY= U] oI YaTe loleT oY g T Tot dTo Yo W PP 4
Connect POPP ZB-Shield to YyoUr Raspberry Pi........ciuiiuiieiiiiii et e e e 4
Disable SErial CONSOIE ... . eue ittt e et e et e e e e e e e e e eaans 5
Enable UART Bluetooth overlay (RPi 3 @and RPi4)......ciuuiiuiiiiiiiei it e e e ans 5
Check configuration in the Web INTerface. ... ... e 6
Zighee HA Component CoONfigUIation . ... ...cu.iii i e e e e e e e e e e ens 8
CoNFIGUIE ZHA COMPONENT «..uiiit ittt ettt e e e et e et e e et s et e e e e e aa e e et e e eaneaetnaeaaneeeenas 8
Y0 oI Y= q 1oV o] o o] o - ) 10
Zighee HA COMPONENT USAEE .. ivuiitiiitieiiiei ettt ettt et e et et e e e et e e s e e et e et e et e ea s e an e et e et e etaennns 12
Add your devices to the HOmeE ASSISTANT .......uiiuiiiiiii e e e e e e e eans 12
Remove your device from HOmME ASSISTANT........ciuiiiieiiiiii e ee e e et e et ee e e et e et e ebeeanas 14
Example: Philips HUE BUID ... ..o e e e e e e e e e e e e et e e e et aeanas 15
B e8] o] 1=1 aToTo) o= PP URUPRPPRN 16

popp.eu ZB-Stick with Home Assistant rev. 0.4 |2



Introduction
POPP ZB-Shield can be used with a Raspberry Pi with Home Assistant installed
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II
g
i

|

Home Assistant installed and running
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Initial setup and connection

This guide does not cover Home Assistant (Hass.io) installation. We assume, that you can
access Home Assistant Web Interface using your browser.

It is highly recommended to have SSH Server and Configurator addons installed, at least during
the Zigbee setup phase. To install them just follow the Hass.io installation guide
(https://www.home-assistant.io/hassio/installation/).

& > 0O (D) 192.168.0.103:2123/hassin/dashboard

Home Assistant < Hass.io

¢ 2 /B

£

DASHBOARD SNAPSHOTS ADD-ONSTORE  SYSTEM

Overview
Map Add-ons
Logbook Configurator SSH server
Browser-based configuration file editor for * Allows connections over SSH
. Home Assistant.
History

Configurator

Hass.io

Configuration

Log out

Developer tools

m))

o ® B8 O

Connect POPP ZB-Shield to your Raspberry Pi

Raspberry Pi 3 Model B V1,2
¢ Raspberry Pl 2015
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Disable Serial Console
By default, the Raspberry Pi (1,2,3,4) has the Serial Console enabled on the UART, which is
used by the POPP ZB-Shield. This results in conflict, so we need to disable the Serial Console.

To doit:

- Insert the SD card with installed Hass.io into your PC/laptop.
- Find the cmdline.txt file in the SD card file system

hassos-boot (G:)

A MNarme " Date modified Type Size
overlays File folder
|:| bem2710-rpi-3-b.dtb DTE File 26 KB
|j bem2710-rpi-3-b-plus.dth OTE File 27 KB
Ij bem2710-rpi-cm3.dth OTE File 23 KB
[ boot.scr SCR File 3KB
Ij bootcodebin BIM File 52 KB
B cmdline txt 120 11:04 PM TXT File 1KB
E config.tet 20 11:05 PM TXT File 2KB
|:| fixup.dat ) 3:06 PM DAT File TKB
|j start.elf ) 5:06 PM ELF File 2818 KB
Ij u-boot.bin ) 5:06 PM BIM File 384 KB

- Modify this file and remove “console=ttyl1":

cmdline.txt

dwc_otg.lpm_enable=@

Enable UART Bluetooth overlay (RPi 3 and Rpi 4)

If you are using Raspberry Pi 3 you need to perform an additional step of enabling the Bluetooth
UART overlay configuration. To do it:

- Insert the SD card with installed Hass.io into your PC/laptop.
- Find the config.txt file in the SD card file system

hassos-boot (G:)

" Marme a Date modified Type Size
overlays 7/3/2020 5:06 PM File folder
|:| bem2710-rpi-3-b.dtb 7372020 5:06 PM DTE File 26 KB
|j bem2T10-rpi-3-b-plus.dtb 74372020 5:06 PM DTE File 27 KB
|:| bem2710-rpi-cm3.dth 7372020 5:06 PM DTE File 25 KB
Ij boot.scr 7/3/2020 5:06 PM SCR File KB
|:| bootcode.bin 7/3/2020 5:06 PM BIM File 52 KB
E cmdline.bet 772172020 11:04 PM TXT File TKE
E config.txt 7/21/2020 11:05 PM TXT File 2 KB
|:| fixup.dat 7372020 5:06 PM DAT File TKB
|:| start.elf 7372020 5:06 PM ELF File 2,818 KB
|j u-boot.bin 74372020 5:06 PM BIM File 384 KB
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- Modify this file and add an extra line at the end:
enable_uart=1

dtoverlay=pi3-miniuart-bt

config.txt
#dtparam=spi=on

# Uncomment this to enable the lirc-rpi module
#dtoverlay=1irc-rpi

# Additional owverlays and parameters are documented /boot/overlays/README

# Enable audio ({loads snd_bcm2835)
dtparam=audio

[all]
#dtoverlay=

enable_uart=1
dtoverlay=pi2-miniuart-bt

Check configuration in the Web Interface

Once you have modified the hardware setup, boot up the Raspberry Pi and check the
configuration.

- Insert your SD card back inside the Raspberry Pi

- Wait for Hass.io to boot

- Connect to the web interface using your favourite browser
- Navigate to the Supervisor -> System -> Hardware menu

= Home Assistant Dashboard Add-on store Snapshots
5 Oveiew Information 3
B Map

Supervisor Host system
I=  Logbook
- oghed Version 229 Hostname homeassistant

Latest version 229 System Hass0S 411
Histol . 2
o g Deployment production
T KT
OIN BETA CHANNEL REBOOT SHUTDOWN IMPORT FROM U
System log

[s6-init] making user provided files available at /var/run/sé/etc...exited 8.
[s6-init] ensuring user provided files have correct perms...exited @.

[fix-attrs.d]
[fix-attrs.d] e
[cont-init.d] cuting container initialization scripts...

E

§ ing ownership & permissions fixes...
f

2

[cont-init.d] udev.sh: executing...
1

c

2

s

s

5] INFO
-init.d] udev.sh: exited @
it.d] done

[ s.d] starting services
[services.d] done.

/ Developer Tools

o

Supervisor

o Configuration

A Notifications

a admin
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Confirm the UART serial ports are visible for you (/dev/ttyAMAO and /dev/ttyS0)

Hardware %

« serial:

o /dev/ttyAMAD e
Jdev/ttyS0 ‘-_

= input:

« disk

Jdev/mmeblkop7
/dev/mmcblkop1
Jdev/mmeblkOp5
Jdev/mmcblkOp6
Jdev/mmcblkOp4
Jdev/mmcblkOps
o /dev/mmcblk0
Jdev/mmcblkOp2
Jdev/mmcblkop3

« gpio:

gpiochip0
gpiochip504

« audio:
o 0:

= name: bcm2835_alsa - bcm2835 ALSA

- type: ALSA

= devices:
= [object Object]
= [object Object]
= [object Object]

popp.eu ZB-Stick with Home Assistant rev. 0.4 |7



Zigbee HA Component configuration

To work with POPP ZB-Shield from Home Assistant we are using Zighee Home Automation
Component (https://www.home-assistant.io/components/zha/). It comes preinstalled into Hass.io
so we only need to configure it properly to get it working.

Configure ZHA component
To setup Zigbee Home Automation component to work properly with POPP ZB-Shield we need
to:

- Navigate to the Configuration -> Integrations

= Home Assistant Configure Home Assistant
1 H Overview Here it is possible o configure your components and Home
Assistant. Not everything is possible to configure from the Ul - Homa Asslstant Claud >
. Control away from home, integrate with Alexa and Google Assistant
B Me yet, but we'e working on it
= o » Integrations N
B ey —l Manage and set up integrations
Devices
G0 Manage connected devices ’
Entities
e >

Overview of all known entities.

Areas
Qverview of all areas in your home.

& Automations
Create and edit automations

a Scenes
Create and edit scenes.

g Scripts >
/  Developer Tools Create and edh scripts

€% Supenvisor ¥ Helpers ’

Elements that can help build autornations.

%  Configuration

- Add new Integration and search for Zighee Home Automation

Set up a new integration
Search integrations.

Q zigh

@ Zigbee Home Automation
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- Select Enter Manually

ZHA

Select serial port for Zigbee radio

Serial Der /dev/ttyAMAO - ttyAMAO, s/n: n/a

== Enter Manually

- Select EZSP radio type

Radio Type X

Pick a type of your Zigbee radio

EZSP = Silicon Labs EmberZNet protocol: Elelabs, HUSBZB-1, Telegesis

TI_CC = Texas Instruments Z-Stack ZNP protocel: CC253x, CC26x2, CC13x2 71

XBee = Digi XBee Zigbee radios: Digi XBee Series 2, 2C, 3

ZiGate = ZiGate Zighee radios: PiZiGate, ZiGate USB-TTL, ZiGate WiFi

deCONZ = dresden elektronik deCONZ protocol: ConBee I/11, RaspBee /11

- For Raspberry Pi 1,2,3 enter /dev/ttyAMAO as Serial Port and select Baud rate 115200

Settings  Raspberry 1,2 and 3

Enter port specific settings

Serial device path

/dev/ttyAMAQ|

port speed

115200

SUBMIT

- For Raspberry Pi 4 enter /dev/ttyS0 as Serial Port and select Baud rate 115200

Settings Raspberry 4

Enter port specific settings

Serial device path

/dev/ttySp

port speed

115200

SUBMIT
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- The installation should be successful

Success!

X

Created configuration for /dev/ttyS0.

We found the following devices:

Zigbee Coordinator

EZSP = Silicon Labs EmberZMet

protocol: Elelabs, HUSBZB-1,

Telegesis (ZHA)

Living Room|

FINISH

Now the Zigbee Integration should appear:

= Home Assistant €
BZ  Overview Q, Search int
[ = IV
O Meteorologisk
= Logbook
= ogbool A~ Institutt
M History Meteorologisk institutt (Met.no)
Home
9, File editor

m

Log Viewer

Vol Developer Tools

o Supervisor

/config/configuration.yaml:

Togger:
default: warn

Togs:

homeassistant.components.zha: debug

bellows.ezsp: debug
bellows.uart: debug

zigpy.zdo: debug

Devices Entities Areas

@2 zigbee

Zighee Home Automation
/dev/tlyAMAO

S

Setup Logging (optional)
To spot any potential issues it's good practice to enable logging, at least during the setup and
installation period. To do it, just add the following lines to the configuration file

zigpy.application: debug
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Home Assistant

QOverview
B Map
= Logbook
m History
‘\ Configurator
ﬂ Hass.io
* Configuration
5 Log out
Developer tools
T o ®

popp.eu

®

Trigger platforms

/config/configuration.yaml

Select trigger platform v
36 ~ updater:
37 # Optional, allows Home Assistant developers to focus on
Events 38 #-include_used_components: true
39
* ¥ 4@ # Discover some devices automatically
41 discovery:
42
43  # Allows you to- issue voice commands from the frontend in
Entities 44 conversation:
45
Sun (sun.sun) v 46  # Enables support for tracking state changes over time
47  history:
438
49  # View all events in a logbook
Conditions 58 logbook:
- 51
Select condition L 52 # Enables a map showing the location of tracked devices
53 map:
54
55 # Track the sun
Services 56 sun:
- load 57
automation.reloa v 58  # Weather prediction
59 ~ sensor:
68 - platform: yr
61
62 # Text to-speech
63 v tts:
o4 - platform: google
65
66 # Cloud
67 cloud:
68

69 group: !include groups.yaml
78 automation: !include automations.yaml
71  script: !include scripts.yaml

73 » panel_iframe:
74 - configurator:

75 title: Configurator

76 icon: mdi:wrench

77 url: http://192.168.0.183:3218
78

79~ logger:

88 default: warn

81~ logs:

82 homeassistant.components.zha: debug
83 bellows.ezsp: debug

24 bellows.uart: debug

85 zigpy.zdo: debug

86 zigpy.application: dehug‘l

ZB-Stick with Home Assistant
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Zigbee HA Component Usage

Once Zighee Component is added and configured properly you can start to use it.

Add your devices to the Home Assistant
Open Configuration and go to Devices and Zigbee Coordinator

= Home Assistant €
55 Overview Q

M
B M 2 oo
= Logbook

Zigbes Coordinator

M  History
S, File editor \

m

Log Viewer

M Developer Tools

>

Supervisor

B conngu «—

Start “Add Devices via this device”

Integrations Devices

Zigbee Coordinator

Device info Automations
EZSP = silicon Labs EmberZNet protocol:
Elelabs, HUSBZB-1, Telegesis

by ZHA No automations

Zigbee info

|EEE: 14:b4:57:ff:fe:3¢:71:aa

Nwlc 0x0000

Device Type: Coordinator

LAl 255

RSSI: Unknown

Last Seen: 2020-07-23T13:32:39

Power Source: Mains

Quirk: bellows.zigbee. application. EZSPCoordi
nator

ADD DEVICES VIA THIS DEVICE /

Integrations Entities Areas

Manufacturer Madel Area

Entities Areas
@ zigbee
(] Scripts (+]
No scripts

When you will call it, you have 60 seconds to add the device.
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Network Groups

Searching for ZHA Zigbee devices...

I

Make sure your devices are in pairing mode. Check the instructions of your device on how to do this.

Devices will show up here once discovered.

During this period, you need to follow Device manual to put it in Pairing mode. Sometimes you
just need to give it power.

If the device is found, you will be able to see it in the logs (example device)

Searching for ZHA Zigbee devices...

IKEA of Sweden TRADFRI bulb E27 CWS opal 600Im

£27 CWS opal 600im

IKEA of Sweden TRADFRI bulb E27 CWS opal 600im

[0x3ce1:1:0x0000): ‘async_initialize’ stage succeeded

[0x3ce1:1:0x1000}: 'async_initialize’ stage succeeded

[0x3ce1:1:0x0019]: 'async_initialize’ stage succeeded

[0x3ce1:1:0x0005]: ‘async_initialize' stage succeeded

[0x3ce1](TRADFRI bulb E27 CWS opal 600im): power source: Mains

[0x3ce1)(TRADFRI bulb E27 CWS opal 600im): completed initialization

[0x3ce1:1:0x0006}: attempting to update onoff state - from cache: False

[0x3ce1:1:0x0006] ZCL deserialize: <ZCLHeader frame_control=<FrameControl frame_type=GLOBAL_COMMAND manufacturer_specific=False is_reply=True disable_default_response=True> manufacturer=None tsn=63
command_id=Command.Read_Attributes_rsp>

None: polling current state - from cache: True
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Remove your device from Home Assistant
Open Configuration and go to Devices.

= Home Assistant < egrations
55 Overview Q Sea T
Map
a N Device Manufactores Mogel nea ntegration
= ogbook
KEA of Sweden TRADFRI bl E27 CWS 0pal 800 XEA of Sweder TRADFRI balb E27 CWS 0pal 800
History
Zigoee ator HA 2P - Labs Emoerziet prot
R, File editor
B  LogViewer
> Developer Tools
&  Supervisor

Select the device, which you would like to remove

Integrations Devices Entities Areas
IKEA of Sweden TRADFRI bulb E27 CWS opal 600Im (7) zigbee
In Living Room
Device info Automations {+] Scenes [+

TRADFRI bulb E27 CWS opal 600Im

by IKEA of Sweden

Zighee Coordinator No automations No scenes
Firmware: 0x13000272

Zigbee info

IEEE: 14:04:57:fffe:2d:50:11 Scripts [+]
Nwk: Ox3cel

Device Type: Router

LQl: 255 No scripts

RSSI: -31

Last Seen: 2020-07-23T13:42:26

Power Source: Mains

RECONFIGURE DEVICE
ADD DEVICES VIA THIS DEVICE
ZIGBEE DEVICE SIGNATURE

MANAGE CLUSTERS

REMOVE DEVICE ‘

Entities

IKEA of Sweden TRADFRI bul.. i)

ADD TO LOVELACE

Once you call this service you can verify in the logs, that the device has left the network.
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Example: Philips Hue Bulb

This example is done with Hue White Single bulb E26 but is applicable to other products as well.

¥
g

To control Philips Hue Light bulb using Home Assistant, one first needs to reset it.
Once it is reset, you can follow the regular process to Add it to the Home Assistant.

- Call Add Devices service as explained in Add devices section of this guide
- Power ON the Lightbulb
- Confirm it is added to the Home Assistant

Searching for ZHA Zigbee devices...

/

Philips LWB014

Lwe014
by Philips.

Change device name
Philips LWBO14

wea
Living Reom X -

Device Oxa45d (00:17:88:01:02:97-52:68) joined the network

[0xa45d] Requesting ‘Nade Deseriptor

Tries remaining: 2

[0xa45d] Extending timeout for 0x67 request

Device Oxa45d (00:17:88:01:02:97:52:68) joined the network

Skip initialization for existing device 00:17-88.01:02:07.52:68

[0xa45d:2d0] ZDO request ZDOCmd. Device_annce: [0xa45d, 00:17:88:01:02:97:52:68, 142]
[0x345d] Node Descriptor: <Optional bytel=1 byte2=64 mac_capability_flags=142 manufacturer_code=4107 maximum_buffer_size=71 maximum_incoming_transfer_size=45 server_mask=0) maximum_outgoing_transfer_size=45
descriptor_capability_field=0=>

[0xa45d) Discovering endpoints.

Tries remaining: 3

Now you can control it directly or use in the scenarios.

Philips LWB014 68529702 le...

Phillps LWBO14 68529702 level, o.
L . @

1 minute ago

Brightness

o ——e
off brightness

popp.eu ZB-Stick with Home Assistant rev. 0.4 | 15



Troubleshooting

If your issue is not described here or you need help resolving it, please contact support at
info@popp.eu.
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